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CRITICALITY IN A CASCADING FAILURE BLACKOUT MODEL
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Abstract — We verify and examine criticality
in a 1000 bus network with an AC blackout
model that represents many of the interactions
that occur in cascading failure. At the critical
loading there is a sharp rise in the mean black-
out size and a power law probability distribu-
tion of blackout size that indicates a signifi-
cant risk of large blackouts.
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1 INTRODUCTION

Cascading failure is the main mechanism of large
blackouts. Failures successively weaken the system and
make further failures more likely so that a blackout can
propagate to disable large portions of the electric power
transmission infrastructure upon which modern society
depends. Here the term “failure” refers to power system
components being removed from service by a variety of
means, including action or malfunction of the protection
system, automatic or manual controls, and physical
breakdown.

There are many different types of interactions by
which failures can propagate during the course of a
blackout. For example, a transmission line tripping can
cause a transient, the overloading of other lines, the
operation or misoperation of relays, reactive power
problems, or can contribute to system instabilities or
operator stress. However, for all these types of interac-
tion, the risk of cascading failure generally becomes
more severe as overall system loading increases. But
exactly how does cascading failure become more likely
as loading increases? Previous work suggests that a
cascading failure does not gradually and uniformly be-
come more likely; instead there is a transition point at
which its likelihood sharply increases. This transition
point has some of the properties of a critical transition
or a phase transition in statistical physics. That is,
there is a critical loading at which the probability of
large blackouts and the mean blackout size start to rise
quickly and at which the probability distribution of
blackout sizes has a power law dependence [1, 9, 5, 13].
The significance of the power law in the probability
distribution of blackout size is that it implies a substan-
tial risk of large blackouts near the critical loading [2].
(For example, a power law dependence with exponent —1
implies that blackout probability is inversely propor-
tional to blackout size. Then, if blackout cost is pro-
portional to blackout size, the blackout risk, which is
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the product of blackout size and blackout probability,
remains constant so that the risk of large blackouts is
comparable to that of small blackouts.) The power law
is also consistent with the observed frequency of large
blackouts in North America [3]. It is important to
verify and compare criticality in a variety of power sys-
tem blackout models to find out the extent to which it is
a phenomenon universally associated with cascading
failure of power systems. Models of cascading failure in
power systems are described in [14, 12, 1, 10, 5, 13].

We investigate criticality in a sizable network with a
fairly detailed blackout model and measure blackout size
by energy unserved. At a given loading level, initial
outages are chosen randomly and the consequences of
each initial outage are simulated to estimate the distribu-
tion of blackout size. Gradually increasing the loading
yields estimates of the probability distribution of black-
out size at each loading. The mean blackout size is also
computed at each loading.

Blackouts are traditionally analyzed after the blackout
by a detailed investigation of the particular sequence of
failures. This is good engineering practice and very
useful for finding and correcting weaknesses in the
power system. We take a different and complementary
approach and seek to analyze the overall probability and
risk of blackouts from a global perspective. An anal-
ogy can highlight this bulk systems approach and the
role of phase transitions: If we seek to find out how
close a beaker of water is to boiling, we do not compute
in detail the vast number of individual molecule move-
ments and collisions according to Newton’s determinis-
tic laws. A bulk statistical approach using a ther-
mometer works well and we know that the phase transi-
tion of boiling water occurs at 100 degrees Celsius. The
analogy suggests that to manage the risk of blackouts,
we first need to confirm, understand and detect the criti-
cality phase transition in blackout risk that seems to
occur as power systems become more stressed.

2 POWER SYSTEM BLACKOUT MODEL

The AC power blackout model developed at the Uni-
versity of Manchester represents a range of interactions,
including cascade and sympathetic tripping of transmis-
sion lines, heuristic representation of generator instabil-
ity, under-frequency load shedding, post-contingency re-
dispatch of active and reactive resources, and emergency
load shedding to prevent a complete system blackout
caused by a voltage collapse. The amount of time re-
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quired for restoration is assumed to depend on the
amount of load to be reconnected.

The Manchester model used in this paper was de-
signed to provide a realistic representation of the behav-
ior of a power system when subjected to disturbances
[14, 12]. For example, the Manchester model represents
various adjustments that are made by automatic control
systems and operators when trying to return the system
to a stable operating condition. It also incorporates
mechanisms that can amplify a relatively benign initial
disturbance and cause a cascading outage.

Initialize System State
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Simulate Random Outages
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Simulate Generator Instability
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Restore Load Generation Balance
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Figure 1: Cascading failure power system model.

Because it is impossible to predict the nature or the
location of the initiating fault or failure, the model relies
on a state sampling Monte Carlo simulation of the
behavior of the system. Simulations start from a normal

system state that can be varied to study the resilience of
the system under various conditions. As Figure 1 illus-
trates, the system is returned to this normal state at the
beginning of each trial. For each trial, an initial distur-
bance is created by simulating random outages of system
components. This is achieved by generating a random
number between 0 and 1 for each component in the
system. If the random number is below the probability
of outage over the period considered for the component
under consideration, this component is taken out of
service. Otherwise, it is assumed to remain in service.
This approach generates a new system state with either
no outage, a single outage or, occasionally, multiple
independent outages. Some of the faults that these simu-
lated outages represent can cause generators to go unsta-
ble. A simple procedure has been implemented to iden-
tify circumstances under which one or more generators
might be disconnected because of transient instability
caused by the initiating failures [14]. If this procedure
determines that a generator would go unstable following
the initiating fault, it is disconnected from the system.

It has been recognized that malfunctions in the pro-
tection system are an important contributing factor in
major blackouts [16, 15]. Hidden failures in the protec-
tion system cause intact equipment to be unnecessarily
disconnected following a fault on a neighboring compo-
nent. These sympathetic failures have the potential to
transform a routine outage into a major incident. Be-
cause it is impossible to know which protection device
might malfunction, a probabilistic approach has been
adopted. The component affected by the initiating failure
is assumed to be at the centre of a “vulnerability region”
that contains all the components that might be tripped
by a malfunction of the protection system in response to
the initiating failure. “Sympathetic trippings” are then
simulated when a random number generated for each
component in the vulnerability region turns out to be
larger than the assumed probability of protection mal-
function.

The initiating failure and the possible subsequent
generator instabilities and sympathetic trippings may
cause an imbalance between load and generation. Such
an imbalance would cause a change in frequency that
triggers under-frequency load shedding or generation
outages due to overspeed. Once the load/generation bal-
ance has been restored, a power flow is run taking into
consideration all the changes to the base case triggered
by the initiating failure. If this power flow does not
converge, this is taken as an indication that the system
would suffer from a voltage collapse if the operator did
not take action. The model assumes that the operator has
enough time and understanding of the situation to im-
plement load shedding in an attempt to arrest this volt-
age collapse. Rather than use an optimal power flow to
determine the minimum amount of load to be shed, the
model sheds load in blocks of 5% in the area with the
worst mismatches until convergence is achieved. If
shedding load in one area is not sufficient, further dis-
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connections are made in neighboring areas. If conver-
gence is not achieved after a certain number of load
shedding steps, it is assumed that a complete system
blackout has occurred. Once the power flow has con-
verged, the power flow in each branch is checked against
its emergency rating. If this rating is exceeded, the
branch is assumed to have tripped. The power flow is
recalculated and further load shedding implemented if
needed to achieve convergence.

If this trial resulted in the outage of one or more
components and if these outages caused the disconnec-
tion of some load, the energy not served is then com-
puted and recorded. Going from the load disconnected to
the energy not served requires a model of the restoration
process. The model that was adopted [11] assumes a
fixed time during which the operators take stock of the
situation, get organized and then reconnect the load at a
constant rate. With this model all complete system
blackouts result in the same amount of energy not
served.

The Manchester model has been exhaustively tested
on a 53-bus system [14] and on the large power system
used in this paper [12].

3 RESULTS

The test case represents a large European power sys-
tem and has 1000 busses, 1800 transmission lines and
transformers, and 150 generating units. The base case for
the studies is derived from a snapshot of the output of
the state estimator running at the control center that
manages this system. The base case load has an active
power demand of 33 GW and a reactive power demand of
2.5 GVAr.

The Manchester model was run with randomized ini-
tial outages at a series of load levels starting from 1.20
times base case load and ending at 2.00 times base case
load.
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Figure 2: Expected energy not served as a function of
the loading factor with respect to the base case. There is a
sharp increase in blackout size at the critical loading of
1.94 times the base case loading.
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Figure 3: Probability distribution of expected energy
not served at the critical loading of 1.94 times the base case
loading. Note the log-log scale; a straight line on this plot
indicates a power law relation. The straight line slope of
approximately —1.2 indicates that the blackout probability
is proportional to (EENS) %,

The sharp rise in expected energy unserved in Figure
2 suggests a critical loading at 1.94 times the base case
loading. The corresponding probability distribution
(probability density function) obtained by binning the
data for loadings at the critical loading is shown in Fig-
ure 3. (The bins are chosen to require a minimum num-
ber of points per bin. The probability density estimated
in each bin is then the fraction of points in the bin
divided by the bin width.) The probability distribution at
critical loading in Figure 3 shows evidence of a power
law region over almost 3 decades of expected energy not
served.

The exponent of the power law relationship is ap-
proximately —1.2. We also process the data at the criti-
cal loading in a different way to get another estimate of
the power law exponent. The relative frequency of
blackouts exceeding a given expected energy not served
gives an estimate of the complementary cumulative
distribution function as shown in Figure 4. This com-
plementary cumulative distribution function shows a
power law region of slope approximately —0.5, and,
since a cumulative distribution function is the integral
of a probability distribution function, this corresponds
to a power law in the (non-cumulative) probability
distribution function of exponent —1.5. Both methods
give a power law exponent for the probability distribu-
tion function between —1 and —2. Both the sharp rise in
average blackout size and the power law in the probabil-
ity distribution of expected energy unserved near loading
1.94 are evidence of criticality.
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Figure 4: Probability that blackout exceeds a given
expected energy not served (complementary cumulative
probability distribution) at the critical loading of 1.94
times the base case loading. The straight line slope of
approximately —0.5 indicates that the blackout probability
is proportional to (EENS)'I' .
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Figure 5: Probability distributions of expected energy
not served for four loadings below the critical loading,
namely 1.20, 1.47, 1.63 and 1.84 times the base case
loading.
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Figure 6: Probability distributions of expected energy
not served for four loadings above the critical loading,
namely 1.95, 1.98, 1.99 and 2.00 times the base case
loading.

Loadings below the critical loading show a similar
power law behavior in Figure 4 except that there seems
to be a tendency for the power law to extend to lower
maximum values of blackout size. A sample of load-
ings above the critical loading yield the probability
distributions of Figure 6. Figure 6 shows an overall
approximate power law behavior together with peaks at
which blackouts are concentrated at particular sizes.
These results have some uncertainty due to noise in the
data and the peaks show some sensitivity to the precise
loading level.

4 COMPARISON WITH OTHER MODELS

4.1 Abstract cascading failure model

The power system results can be compared to the cor-
responding results from the idealized CASCADE model
of cascading failure [9]. Here CASCADE has 1000
identical components randomly loaded. An initial distur-
bance adds load d to each component and causes some
components to fail by exceeding their loading limit.
Failure of a component causes a load increase p for all
the other components. As components fail, the system
becomes more loaded and cascading failure of further
components becomes likely. The model is simple
enough that there is an analytic formula for the probabil-
ity distribution of the number of failed components.
CASCADE is an abstract model with a minimum repre-
sentation of cascading failure and it has no power sys-
tems modeling. However, it can be used to help under-
stand cascading failure in more complicated models.
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Figure 7: Mean number of failed components as a func-
tion of average initial loading L in CASCADE model. There
is a sharp increase at the critical loading L=0.8. There is
saturation with all 1000 components failed at loading
L=0.96.
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1

Figure 8: Probability of more than 500 components
failed as a function of loading L in CASCADE model. There
is a sharp increase at the critical loading L=0.8.

We increase the average initial loading L to obtain
the results shown in Figures 7 and 8 (parameters are
d=p=0.0004/(2-2L) and more modeling details are given
in [9]). The critical loading occurs near L. = 0.8 as is
seen by the change in gradient in both the mean number
of components failed in Figure 7 and the probability of
more than 500 components failing in Figure 8.

The probability distribution of the number of failed
components at criticality is shown in Figure 9 and the
exponent of the power law region is approximately
—1.4. Branching process models that approximate
CASCADE show similar results [7]. For single-type
branching processes it is known analytically that the
exponent of the power law region is —1.5.
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Figure 9: Probability distribution of number of failed
components near criticality in CASCADE model.

4.2 Power system blackout models

The OPA power system blackout model [1] repre-
sents transmission lines, loads and generators with the
usual DC load flow assumptions. Starting from a
solved base case, blackouts are initiated by random line
outages. Whenever a line is outaged, the generation and
load is redispatched using standard linear programming
methods. The cost function is weighted to ensure that
load shedding (blackout) is avoided where possible. If
any lines were overloaded during the optimization, then
these lines are outaged with a fixed probability. The
process of redispatch and testing for outages is iterated
until there are no more outages. (This describes OPA
with a fixed network; OPA can also represent the com-
plex dynamics of load increase and network upgrade [4].)

The hidden failure power system blackout model [5]
has a similar level of modeling detail as OPA for cascad-
ing line outages but also models in detail hidden failures
of relays by increasing the probability of failure of
loaded lines “exposed” by adjacent line trips. Probabili-
ties of blackout are determined using importance sam-

pling.

Both OPA [1] and the hidden failure model [5] show
a change in gradient as overall system load is increased,
although the effect is less clear-cut in the case of the
hidden failure model. Some approximate power law
exponents obtained at criticality for all the models dis-
cussed in this paper are shown in Table 1.
reference

model exponent test case

Manchester -1.2, -1.5 1000 bus  this paper
OPA -1.2,-1.6 “tree” 382 [11, [4]
Hidden failure -1.6 WSCC179 [5]
CASCADE -14 -- [9]

Branching -1.5 - [7]

Table 1: Approximate power law exponents at critical-
ity for several cascading failure models.
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4.3 Further discussion of criticality
In complex systems and statistical physics, a critical
point for a type-2 phase transition is characterized by a
discontinuity of the gradient in some measured quantity.
(For example, for the Manchester model results in sec-
tion 3 this measured quantity is mean blackout size as
measured by expected energy not served, and for the
CASCADE model in section 4 the measured quantity is
the mean number of failed components or the probabil-
ity of the number of failures exceeding half the compo-
nents.) (There are other types of transition possible:
type-1 phase transitions have a discontinuity in the
measured quantity at the phase transition.) At the criti-
cal point, fluctuations of the measured quantity can be of
any size and their correlation length becomes of the order
of the system size. In terms of blackouts, this means
that a range of blackout sizes up to the system size are
possible and that an initial failure can possibly propa-
gate to black out most of the power system. A conse-
quence of criticality is that the probability distribution
of the fluctuations or the blackout size has a power tail.
CASCADE and especially OPA show complicated
critical transition behavior [1]. The parameter values for
the CASCADE results in section 4.1 correspond to a
small initial disturbance; this gives qualitatively similar
results to power system cascading failures with a few
initial line outages. In CASCADE, the mean number of
failures can fail to detect the criticality at other parameter
values. The loading at which an initial failure can with
positive probability propagate to failure of the entire
system is called the percolation threshold. A measure
for criticality that corresponds more exactly to a percola-
tion threshold is the probability of a large fraction of
components failing and this measure was illustrated for
the CASCADE model in section 4.1. The results in
section 4.1 show that for the parameter values chosen,
the mean number of failures detects criticality very simi-
larly to the probability of a large fraction of components
failing.

S DISCUSSION AND CONCLUSIONS

The main conclusion is that the Manchester model of
cascading failure on a 1000 bus power system test case
shows evidence of a critical loading at which there is a
sharp rise in mean blackout size and a power law in the
probability distribution of blackout size. In addition to
being another and needed verification of the criticality
phenomenon for cascading blackout risk, this is an
advance upon previous results because of the variety of
cascading failure interactions represented in the Manches-
ter model and because of the test case size and realism.

The details of the observed criticality are broadly con-
sistent with previous results. For example, the Man-
chester model on the 1000 bus test case gives an ap-
proximate power law exponent of —1.2 or —1.5 at criti-

cality and observed NERC data and power system and
abstract models of cascading failure also give power law
exponents between —1 and -2 [3, 1, 4, 2, 5, 8, 9]. There
is some uncertainty in obtaining precise values of the
power law exponent for any of the real or simulated
power system data and considerable idealization in apply-
ing the more abstract models of cascading failure, so a
more accurate comparison of the exponents is not feasi-
ble at present. More quantitative statistical estimation
would be desirable.

The importance of the critical loading is that it de-
fines a reference point for increasing risk of cascading
failure. Monitoring the proximity to the critical loading
will allow the risk of large, cascading failure blackouts
to be assessed. In terms of the temperature analogy
discussed in the introduction, determining the proximity
to the critical loading is akin to measuring temperature
to determine the proximity to boiling. The emerging
methods to make these bulk statistical measurements
include the correlated sampling Monte Carlo methods in
[12] and the measurement of average propagation of
failures in a branching process approximation suggested
in [8].

Although there is a substantial risk of large blackouts
near criticality, it cannot be assumed based on the pre-
sent knowledge about blackout risk that power system
operation near criticality is necessarily undesirable; there
are also substantial economic benefits in maximizing
the use of the power transmission system that will also
have to be considered in a comprehensive risk analysis.
A key part of such a risk analysis is obtaining the prob-
ability distribution of blackout size from simulations or
measurements and criticality plays an important role in
the form of the probability distribution. Such a com-
prehensive risk analysis of blackouts of all sizes is an
overall research goal and the work in this paper confirm-
ing criticality with a fairly detailed model in a 1000 bus
test case contributes to this goal.
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